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Abstract

Legal assessment of cooperation with hostile media with an emphasis on the phe-
nomenon of citizen-journalist Cooperation with foreign media is a phenomenon
that there is a difference of opinion regarding whether it is a crime or not and its
criminal title. The purpose of this article is to explain the legal status of cooper-
ation with foreign media, especially the citizen-journalist phenomenon. This re-
search is of a qualitative type and is organized in a descriptive-analytical way and
with library tools, including the review of laws and the plan of the parliament, in
two parts, including examples of cooperation with foreign media and the feasibil-
ity of matching citizen-journalist with criminal titles And the findings of the re-
search show that in the current legal procedure, since there is no clear and specific
law in this field - the reference to the resolution of the Supreme National Security
Council confirms this , the courts treat citizen-journalism in the form of general
and vague criminal titles such as Propaganda against the regime or cooperation
with hostile countries are prosecuted.

From the point of view of the writer ,citizen-journalist ,it is not compatible with
any of the criminal titles and the current judicial procedure is in conflict with the
upper documents regarding the legislative requirements .In order to guarantee in-
dividual freedoms and citizenship rights and the defendants have the advantages

of dealing with press crimes ,the author suggests certain criminalization in this
field.
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communication, media, media rights, media cooperation, news interview, citi-
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Extended Abstract

1. Introduction

Cooperation with news media encompasses a wide spectrum of activities, rang-
ing from managing and producing broadcasts to conducting interviews and trans-
mitting news content—commonly recognized as citizen journalism. While collab-
orating with aligned or neutral media constitutes constructive civic engagement,
transmitting information to foreign or unaligned outlets presents complex legal con-
troversies. In Iran, citizen journalism expanded significantly during the Fall 2022
civil unrest and gained further prominence following the security crisis of the 12-
Day War in Summer 2025. Judicial and executive authorities declared such acts
illegal, prosecuting individuals under broad penal categories such as “propaganda
against the regime” or “collaboration with hostile states,” often relying on non-pub-
lic resolutions of the Supreme National Security Council (SNSC). To address ex-
isting legislative gaps, the Iranian Parliament enacted the “Law on Aggravating the
Punishment for Espionage and Collaboration with the Zionist Regime and Hostile
States” in September 2025 (Mehr 1404), specifically criminalizing the transmission
of audio-visual media to foreign and hostile outlets under Article 4.

This study critically evaluates the legal status of citizen journalism and media
collaboration with foreign outlets under Iranian criminal law. It assesses whether
transmitting content to foreign media can legitimately be subsumed under existing
statutory offenses, scrutinizes recent judicial practice, and critically analyzes Article
4 of the 2025 Act. Theoretically, the research examines the tension between funda-
mental individual rights—specifically freedom of expression under Article 19 of the
Universal Declaration of Human Rights (UDHR), Article 19 of the International
Covenant on Civil and Political Rights (ICCPR), and Article 24 of the Iranian Con-
stitution—and state imperatives regarding national security and public order.

2. Research Methodology

This qualitative study employs a descriptive-analytical methodology. Data was
collected through comprehensive library-based documentary research. The legal
corpus analyzed includes statutory codes (such as the Islamic Penal Code), parlia-
mentary draft bills, reports from the Islamic Parliament Research Center, resolutions
of the Supreme National Security Council, and Iranian judicial precedents—includ-
ing decisions from Branch 28 of the Tehran Revolutionary Court and Branch 35 of
the Supreme Court.

To contextualize national legislation, the study conducts a comparative legal
analysis of foreign jurisdictions that criminalize or regulate citizen journalism and
state secrets, specifically examining statutory frameworks in Japan (State Secrecy
Law), China (National Security Law and Criminal Code Article 310), and Russia
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(Foreign Agents Law and Mass Media Law). Furthermore, the study applies legal
philosophy frameworks to evaluate criminalization boundaries, contrasting liberal
rights-prioritizing paradigms (e.g., Ronald Dworkin) with public-order restriction
models. It utilizes Jonathan Schonsheck’s three-stage filtering theory of criminali-
zation (principles, alternatives, and pragmatism) alongside the balance of reasons
doctrine to evaluate the legitimacy and minimalism of penal intervention in culture
and communication.

3. Research Findings

The analysis demonstrates that citizen journalism cannot be legally or conceptu-
ally subsumed under Iran’s traditional statutory offenses:

. Propaganda Against the Regime (Article 500 IPC): Article 500 requires
habitual, continuous promotional activity aimed at subverting or weakening the po-
litical system. Citizen journalists typically engage in isolated, single acts of send-
ing media without systemic continuity or subversion intent (mens rea), often acting
merely to inform or counter official narratives.

. Collaboration with Hostile States (Article 508 IPC): Article 508 applies
exclusively to foreign “states”—defined as sovereign political entities—rather than
private, corporate, or independent foreign news organizations (e.g., BBC Persian,
Manoto, or digital platforms). Furthermore, Iranian law lacks a clear statutory defi-
nition of “hostile state,” historically limiting it to Israel and leaving its application to
other nations subject to executive discretion.

. Procedural Flaws & SNSC Directives: Prosecuting citizens based on con-
fidential, unpublished resolutions of the Supreme National Security Council violates
the fundamental principle of legality of crimes and punishments (nullum crimen,
nulla poena sine lege) and fair trial guarantees.

Although Article 4 of the 2025 Anti-Espionage Act explicitly criminalized send-
ing media to hostile and foreign outlets, it exhibits critical legislative deficiencies:

. Statutory Overlaps & Internal Contradictions: The law creates severe over-
laps with pre-existing legislation (such as the 2020 Act on Hostile Actions of the Zi-
onist Regime) and displays internal incoherence, imposing degree-3 imprisonment
for general media activities while prescribing degree-5 imprisonment for transmit-
ting media, creating ambiguity regarding applicable sentences.

. The Flawed Dual Standard (“Foreign” vs. “Hostile”): By separately crim-
inalizing transmission to “foreign” outlets alongside “hostile” outlets, the statute
broadly encompasses collaboration with any non-Iranian news agency (e.g., global
outlets like Reuters or AP), regardless of hostility. Conversely, using “hostile” in
tandem with domestic contexts risks misapplying the statute to suppress licensed
domestic media.
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4. Conclusion

Subsuming citizen journalism under vague traditional penal titles or unprom-
ulgated security directives violates rule-of-law principles and fair trial standards.
While Article 4 of the 2025 Anti-Espionage Act sought to fill a statutory vacuum, its
flawed terminology, overbreadth, and rigid penalties jeopardize fundamental rights.

The author proposes four targeted legislative and judicial reforms:

1. Unified Terminology: Amend Article 4 by replacing the dual categories
(“foreign” and “hostile”) with a single, tightly defined term: “hostile foreign media”.

2. Flexible & Tiered Penalties: Replace rigid degree-5 imprisonment with a
flexible range (degrees 5 to 6), grading punishment based on objective criteria: (a)
frequency of action (single vs. repeated), (b) content nature (political/security vs.
social/cultural), (c) media reach/audience size, (d) perpetrator intent (incitement to
violence vs. public awareness), and (e) societal impact.

3. Minimalist Executive Regulation: Issue a precise executive regulation es-
tablishing an objective, minimalist list of hostile media based on long-term funding
and systemic posture rather than ad-hoc political events.

4.  Direct Transmission Requirement: Restrict criminal liability strictly to di-
rect, intentional delivery of content to hostile outlets by the accused, excluding sec-
ondary or indirect redistribution of public social media posts.
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1.Act on the Protection of Specially Designated Secrets (SDS).
2.National Security Law of the People’s Republic of China.
3.Criminal Code of the Republic of China.
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1. Foreign Agents Act of 2022, Federal Law No. 255 - FZ, passed on 14 July 2022.
2. Amendments to Mass Media Act (2017), Federal Law no. 327 - FZ, enacted on 25 November 2017.
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