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Abstract

Today, on the one hand, personal data is considered wealth in the world of digital
economy, and on the other hand, there are serious concerns about violating the
privacy of real persons. This duality in the way of using personal data has led to
the emergence of many legal issues; Legitimacy or illegitimacy of personal data
exchange is one of these legal issues. In this research, we aim to examine and
investigate the legal possibility of exchanging and trading personal data with a
comparative study between European and Iranian laws and citing library sources.
This research shows that the existence of market-based approaches, including the
property-based approach, facilitates the possibility of legal exchange and, conse-
quently, the possibility of concluding a contract around personal data, on the other
hand, human rights approaches limit the possibility of such exchange. does In
the General Data Protection Regulations of the European Union, there are many
strictures regarding the legal possibility of exchange; Nevertheless, the commen-
tators of these regulations have introduced consent as one of the legal bases of
data exchange; On the other hand, these Strictures are not observed in Iranian law.
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Extended Abstract

1. Introduction

Personal data in the digital economy presents a fundamental duality: it is
recognized as a valuable economic asset yet simultaneously raises significant
concerns about privacy infringement. This inherent tension fuels extensive le-
gal debates regarding the legitimacy of personal data exchange and transactions.
The indispensable role of personal data in economic stability and development
is widely acknowledged. There is a growing tendency to view data, such as I[P
addresses, locations, and email profiles, as a form of payment for digital services,
leading some to label it "the new currency". However, the collection and sale of
such data also carry substantial risks, including data breaches and privacy vio-
lations. In response, many jurisdictions have enacted "personal data protection
regulations," which often prioritize privacy protection over economic interests,
thereby distancing data exchange from conventional contract law. This research
comparatively examines the legal permissibility of personal data exchange under
European Union (EU) law, specifically the General Data Protection Regulation
(GDPR) 0f 2016, and Iranian law, addressing core questions about its alignment
with human rights and general contract principles.

2. Research Methodology

This study employs a comparative legal methodology, primarily drawing
upon library resources to analyze the diverse legal frameworks governing
personal data exchange in the EU and Iran. The research systematically in-
vestigates various conceptual approaches to the legal status of personal data,
which critically influence the scope of permissible data exchange. It then
delves into the specific stance of the EU GDPR 0f 2016 concerning the legal-
ity of data exchange, followed by an examination of the legal possibilities for
personal data exchange within the Iranian legal system. The study highlights
a notable gap in Persian-language research specifically on the legitimacy of
personal data exchange, although significant English-language scholarship
exists, particularly in Europe and America.

3. Research Findings

The research identifies two predominant conceptual approaches to per-
sonal data:

» The Ownership-Based Approach, originating primarily in the United
States, considers personal data as the property of individuals. Proponents argue
it facilitates market exchange, reduces transaction costs, and encourages com-
panies to internalize data collection costs, leading to more informed decisions.
It also offers flexibility, allowing individuals to sell data based on personal pri-
vacy valuation. However, this approach faces criticism due to "privacy market
failure" (binary choices for individuals), potential conflict with "Free Aliena-
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bility" when data use is restricted, users' unawareness of data value, informa-
tion asymmetry, and the risk of privacy becoming a luxury.

» The Human Rights Approach, prevalent in Europe, posits that personal
data protection is a fundamental right. Endorsed by the EU Charter of Fun-
damental Rights (Art. 8) and GDPR, it emphasizes principles like individual
autonomy, consent, human dignity, transparency, and non-discrimination.
Critics argue that commercializing personal data threatens civil liberties and
democracy. However, questions arise whether all types of personal data in-
herently possess fundamental right characteristics, and data protection reg-
ulations serve a dual purpose (balancing individual and controller interests),
unlike the singular focus of human rights.

The study acknowledges a dual functionality of personal data: sensitive
data generally aligns with the human rights approach, while less critical data
(e.g., photos, social media profiles) possesses both economic and non-eco-
nomic functions. Many human rights-oriented laws implicitly or explicitly
allow for limited data exchange.

In the EU's GDPR, direct explicit permission for data exchange is absent;
however, its legality is commonly derived from the grounds for process-
ing, especially "consent". For consent to be valid, it must be "freely given"
(Art. 4(11), 7(4)), implying genuine choice and control, without coercion
or negative consequences. Article 7(4) GDPR and Recital 43 specifically
address "bundling," stating that consent is not freely given if conditional on
processing non-essential data for contract performance. While a unified view
is lacking, the prevailing sentiment leans towards a restrictive interpretation,
though not an absolute ban.

In Iran's legal system, the absence of a dedicated personal data law neces-
sitates reliance on general contract principles. The research addresses several
challenges:

 "Malit" (Economic Value): Personal data possesses economic value and
satisfies needs, and some jurists argue "malit" isn't an absolute prerequisite
for contract validity.

* Non-transferability: Iranian law leans towards a human rights approach,
but the study argues for a dual nature where the economic value of data can be
exchanged, particularly as individuals can consent to exposing their privacy.

* Conflict with Contractual Bindingness ("Luzum"): The "right to with-
draw consent" (recognized in GDPR Art. 7(3), Iran's E-commerce Law Art.
59, and Draft Law Art. 8) appears to contradict binding contracts. However,
the research suggests data contracts might be permissible ("ja'iz") rather than
strictly binding, aligning with privacy rights and preventing misuse.

¢ "Gharari" (Uncertainty): The "right to be forgotten" (RtbF) (GDPR Art.
17, Iran's Draft Law Art. 9) introduces uncertainty as data can be deleted.
However, the research posits that data's utility often lies in extracted insights,
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which are not subject to RtbF, and uncertainty is present in other permissible
contracts without invalidating them.

Ultimately, the study contends that classical contract rules are not im-
mutable, and emerging contract types often necessitate specific regulations.
Given that such contracts serve to regulate people's livelihoods and econom-
ic affairs, they should be recognized and accommodated through specialized
laws. Notably, Iran's draft "Personal Data Protection Law" (Articles 13 and
26) implicitly allows for commercial exploitation of data by processors un-
der specific conditions.

4. Conclusion

The landscape of contracts is undergoing a profound transformation driv-
en by technological advancements, necessitating adaptation in legal frame-
works. Personal data exchange uniquely intersects human rights (privacy)
and contract law (exchange), prompting a search for a balanced approach.
While some advocate for absolute privacy protection and others prioritize
uninhibited economic use, the EU exemplifies a middle ground, adopting a
human rights-centric approach while prudently allowing for restricted data
exchange, acknowledging the undeniable economic imperatives of the data
economy and the dual nature of certain data types.

In Iran, despite progress with the E-commerce Law and the draft "Person-
al Data Protection Law," the specifics of data exchange remain ambiguous.
Therefore, there is a pressing need for comprehensive, specialized regulations
in Iran that adopt a combined human rights and contract law approach. Such
regulations should meticulously delineate the processes of contract formation,
validity conditions (including the right to be forgotten and precise data scope),
and various forms of data exchange. Absent such specific legislation, the re-
search concludes that, based on the economic value of personal data and its
general compatibility with overarching contract principles, personal data ex-
change is legitimate and lawful within the existing Iranian legal framework.
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